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5 REASONS EVERY PUBLISHER
SHOULD BE SELLING WEBSITES WITH SITESWAN

1. Every Business Needs a Website

There are over 28 million small businesses in the U.S. and
over 500,000 new businesses are started every month.
What's the one thing they all have in common? They all
NEED a website, but only about half of them have one. That
leaves thousands of advertisers in your market in need of a
local web designer...will it be YOU?

2. Generate Worry-Free Recurring Income

Building and selling websites provides a reliable and
sustainable source of recurring revenue. Most small
businesses have a “set it and forget it” mentality when it
comes to their website, providing years of locked-in,
worry-free income. While businesses will often pause or
completely stop advertising in print during slow months, it's
nearly unheard of for businesses to do that with their
website. You can count on your clients to pay you month
after month, year after year for their website.

3. You Already Have the Staff in Place

Even the smallest publications can start offering website
design without having to hire additional staff...if you're using
the right tools. With SiteSwan, you can launch your web
design business overnight - no developers, no
programmers, no tech gurus needed. Your existing
designers will feel right at home with our platform. Your
salespeople will feel confident pitching "spec sites" (like spec
ads) with our included training. Whether you're a
one-person shop or a media powerhouse, SiteSwan is the
perfect fit.

4. Websites Are a Gateway to Other Services

Websites are often referred to as the “hub” of the small
business marketing wheel. The website is at the core of your
client's local marketing efforts and all other services are
spokes stemming from that hub. Control the hub and you
can control the entire wheel. This gives web designers a
huge amount of control and influence over how small
businesses will spend their marketing budgets.

5. Print Ad Revenue Continues to Decline

Let's face the facts - print advertising is declining while
online advertising is on the rise. Why not leverage your
client relationships, market share and your brand
recognition to expand your services into web design? With
SiteSwan you can start generating additional revenue for
years to come.

€€ When you manage a business'’s website, it’s much
easier to pitch them on other marketing services like
PRINT ADVERTISING. One of the most common
questions a small business will ask their web designer
after launching a new website is “How can | get more
traffic to my site?” Wouldn't it be nice if you could
recommend your print publication to advertise their
business (and new website)? 33

Start Building and Selling Websites
in Your Market with SiteSwan

The SiteSwan platform has everything you need to
start, run and grow your own web design business.
* Easy-to-use software
* Over 100 professionally designed templates
* 100% white label solution

Pebble Creek

Make yourself at

* Training, how-to videos and support
* Sales and marketing material included

home B L » Set your own prices - KEEP 100% OF THE SALES

Welcome
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JOHN DRAPER
ACP PRESIDENT

ith a new year comes

talk of resolutions.

Personally, I think New

Year’s resolutions typical-
ly fall into the category of a tempo-
rary wish lists. By attaching the New
Year’s label, one’s mind can quickly
move past the resolution stage as
time moves away from the onset of
the new year. Like any goal, unless
we keep these resolutions in front
of us with firm, actionable plans
and accountability, they will not be
reached.

Perhaps the only real resolution
then is to be more resolute in the
management of all our resolutions?

All this being said, there are cer-
tainly some goals I've set for 2022.

I will choose to keep these out of
the printed page. (You can now fair-
ly argue that I'm failing at my first
chance for accountability). Rather,
I'll share a few items that may be
general resolutions for consideration
by more than just myself.

LET’S RESOLVE
TO BE INVOLVED

This can go in many directions.
Locally, this means seeking out op-
portunities to volunteer, stepping up
to serve on committees and civic or-
ganizations, or getting more involved
with our staff. The opportunities in
our communities are vast and I know
many worthwhile endeavors are al-
ways looking for additional help.

Get involved in our association.
ACP conducts regular conference
calls with members from around the
nation, our committees can always

‘ We might live in a world of immediacy,
but simply taking a little time to get things
figured out and to show depth of content
based upon fact, will provide for many more
truthful interactions.

FROM THE TOP

RESOLVE TO BE RESOLUTE

use a hand to help us reach our
goals, and when training opportu-
nities are brought forward, please
jump in.

Being more involved can also be
much simpler, like spending more
quality time with our families or
friends. Let’s not fall for the mantra
of “I've got so much work to do.”

A simple game night, reading books
to children, having a family meal, or
spending some time at a local park
can go a long way.

LET’S RESOLVE TO SERVE
OUR READERS

This one is paramount in the
newspaper business of course and
we live it every day. As trusted
leaders in our community can we
resolve to slow down and ask our-
selves, “What don’t I know?” about
this or that rather than rushing to
get things out before our beloved
community ‘journalists’ hit social
media. We might live in a world of
immediacy, but simply taking a little
time to get things figured out and to
show depth of content based upon
fact, will provide for many more
truthful interactions.

LET’S RESOLVE
TO MOVE FORWARD

In our private lives, in the busi-
nesses we work for, and in the
community we call home, let’s take
some steps to be proactive and get
things done. Keeping this resolution
in the fore will help us to create a
positive answer to the question of,
“what did I accomplish?” when 2022
comes to an end.

These three resolutions may hang
on the edge of the wish list cate-
gory, but they are actionable. If we
keep the first resolution — to be
resolute, we can make strides to be
more involved, understand the facts
and always be moving forward. B
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eliminated 50-75% on
their production expenses

Switch to us and you can produce your
publications for a really low flat rate, all-inclusive
from cover to cover including all your print and
web ads and all your design needs.
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. . . 516-860-7440 (m)
Give us a few minutes today & Howard@design2pro.com

and you could be saving
thousands next month!
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8 | JANUARY 2022



BY DOUGLAS FRY

f you have ever read any of these

monthly articles you know that

I enjoy riding my bicycle. I ride

to keep what little sanity I have
left and to keep myself in reasonable
shape. Right now that reasonable
shape looks a lot like a circle. But I
keep trying.

There are two things that slow
you down on a bicycle: hills and the
wind. Realistically you can’t do much
about either of these two impedi-
ments to speed. Living in this area
of Tennessee means that no matter
where I go I get to go up hill. Be-
ing the optimist that I am, that also
means I get to go down hill too. Go-
ing down hill is the only time that my
mass actually helps me. I love going
down hill, up hill not so much.

I don’t want to dwell on hills in
this article. I hope you will discover
a truth about wind as you read this.
When you ride a bicycle most of the
time the wind is in your face slowing
you down. It seems that regardless
of what direction you ride you can
count on an overwhelming force im-
peding your progress, the wind. But
the other morning a magical event
occurred.

THE ONE THING

UNITY

At one point in the ride I turned
a corner and started to pedal hard
to overcome the wind that I pre-
sumed would continue in my face.
As I got up to speed the world went
completely silent. The only sound
was the hush of the tires spinning
against the road. In this noiseless
bubble I thought one of two things
had happened: 1- my mother had
several strokes so I wondered if I
was having a stroke, or 2- my father
suffered from hearing loss/deaf-
ness and I figured my heredity had
caught up with me. But then I heard
birds chirping so I could rule out #2
and stuck my tongue out straight so
I ruled out #1.

Having realized I dodged both ge-
nealogical bullets I looked for anoth-
er explanation. It dawned on me that
I was traveling at exactly the same
speed and direction as the wind.
Thus the silence. What I hadn’t rec-
ognized is that I was zipping along
at a very fast pace while my pedaling
effort was nearly zero. The wind was
pushing me along in such a way that
the wind and I were one. We, the
wind and I, had reached Unity. It was
a quasi mystical sensation as I rode
in complete silenced for about 1/2
mile. Then the road curved and so
did I. The sound of the wind came
back and my pace slowed.

I thought about that incident sever-
al times during the day. What could I
learn from this encounter? Naturally I
thought of you, my publishing indus-
try friends. How can we reach Unity
in our businesses? What does Unity
look like from a publishers perspec-
tive? Simply put, Unity is achieved
when everyone is working in the
same direction.

Perhaps an example will help. Let’s
start with the Unity that is the easi-
est to explain but the most difficult
to achieve, Production versus Sales.
If we are honest with ourselves we
recognize that sales and production

rarely play well with each other.
Sales complains that production is
slow and only occasionally realizes
their artistic vision of what an ad
should look like. Production com-
plains that sales always waits until
the deadline to turn in their ads and
gives sparse information on what a
new ad should contain. If one group
is the wind and the other is the
cyclist they seldom, if ever, head in
the same direction. This conflict can
easily be converted from antagonism
to unity by both groups asking the
question, “How can I help them do
their job better?”

If each person in your organization
asks, “What can I do to make their
job easier?” You and your compa-
ny will reach Unity. Let’s remember
that Unity makes the ride easier and
faster for everyone. Looking for ways
to make others lives better results
in better feelings about ourselves as
well. If the sales person truly tries
to help the production artist she/
he will enter the ad in the system as
quickly as is prudent and give all the
information they can to help create
the ad. The graphics person does all
they can to make the ad as compel-
ling and correct as possible. If they
have a question about the vision of
the ad, they could text, email, Slack,
Zoom, call, or even get up from their
workstation and ask them in person
what the customer wants.

This may sound simplistic but it
truly is that easy. As each person is
doing their job they should continu-
ally ask themselves how their actions
impact others in the organization
and what they can do to make others
jobs easier. If everyone is pulling in
the same direction, working together
rather than in siloed pods, unity will
be reached.

I look forward to seeing you zip
past me as I seek for another magical
ride during which the wind and I are
one. It can happen to you too. B
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PERSPECTIVE

WHERE DO WE DRAW THE LINE?

BY LOREN COLBURN

he whole issue of the cyber
security, spam, scam and the
complexity of securing person-

al information absolutely amaz-

es me. When I go to my bank’s web-
site and sign in, I now have to enter
a username and password, which
actually makes sense to me. Here’s
where I lose it, if that works, then I
must answer some question related
to my first dog, or the city my mater-
nal grandmother lived in when she
was in elementary school, or maybe
the eye color of the best man in my
wedding! As if that weren’t enough, it
then looks to see if it recognizes my
computer and if not, I have to wait
while it sends a random code to an
email or phone number that is con-
nected to my file! Then, if and only if,
I enter that correctly along with my
original password — I can enter to see
my bank account!

I wish there was enough value in
that bank account to get some would
be intruder excited, but it is more apt
to make them wonder what I have
been doing the last 40+ years that I
have not put myself in a better finan-
cial position. We’ll leave that whole
discussion for a future column. The
point being, this multi-level security
process is not driven by the need
of the bank to protect my funds as
much as it is the need to protect the
bank’s funds from the liability of hav-
ing me get hacked while they hold

\ncoming Gall.

my money! If it was just to protect
me, they would tell me to change my
password regularly and make the en-
try a complex enough code to baffle
the cryptanalysis team at the FBI.

I guess the good news is (knock
on wood) that so far, I've only been
hacked twice and both times the
thieves were not able to get away
quietly in the night and my funds
were protected by the fraud depart-
ment of the bank. Those experiences
may actually set me up for some ma-
jor disappointment down the road
but as long as the intruder doesn’t
know my grandmother’s life history,
I believe I'm safe for the time being!
The bank has devoted a incredible
amount of resources to make sure
depositors can not blame them
when the eventual intrusion takes
place. Again, to be clear, it really
isn’t about protecting me - it’s about
protecting them.

So where am I going with all this?
If we can create this multi-tiered
digital filter process to secure my

accounts, why can’t the phone com-
pany or my email provider apply the
same multi-level filter process to the
spam calls and spam emails to avoid
the intrusion? Technology should be
able to develop a way to distinguish
an original call number as opposed
to the spoofed number they want
you to believe is behind the call.
The same should also be technically
available for an originating email
address. If there were incentive
enough applied to these two securi-
ty issues, you would have to believe
Gmail, Verizon, Yahoo, AT&T and
all the other players would devote
some of their profits to actually
solving these issues.

Unfortunately, there has not been
meaningful legislation or regula-
tion to incentivize the tech giants to
protect us. That will only come when
the incentive is to protect themselves.
If Verizon had to make a senior citi-
zen whole when they get taken by a
spam caller who spoofs to be a social
security or IRS phone number, things

JANUARY 2022 | 11
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Somebody once said...
66
The tree golden rules to ensure
computer security are: do not own
a computer; do not power it on;
and do not use it.

SFARE BRAINS

would change quickly. If Gmail had to be responsible for
damages from a person falling prey to a Nigerian Prince
scam email with nothing to trace back to, things would
change quickly.

Cell providers may argue that those incentives already
exist with the existence of the federal Do Not Call list put
in place in 2003 and currently has 239 million numbers
registered. The truth is according to a 2020 article in The
Detroit News, that since 2003 there have only been 148
cases involving-large scale Do Not Call list and robocall
violations. One company estimates there were 58.5 billion
robocalls made in 2019 alone — which equates to approx-
imately 178.3 calls per person. Until there is regulation
AND enforcement, the calls will keep coming. The re-
ality reported by CNBC is Americans lost $29.8 billion
to phone scams alone over the past year and it affected
59.4 million people.

Although email providers may say that they are doing
everything they can to properly identify and filter spam
emails and that spam is down from its peak, the statistics
would prove it is still an overwhelming problem. Last year
there were an average of 122.3 billion daily spam messag-
es — nearly 85% of all email volume! The big three topics
for email spam are 36.0% Advertising, 32.7% Adult-related
and 26.5% Financial. Surprisingly, scams and fraud ac-
count for only about 2.5 % of all spam emails, but based
on the volume, that is an incredible 3.1 billion emails per
day. The estimated rate of return on spam email accord-
ing to TechRadar is one reply per 12,500,000 emails sent.
This may seem unproductive, but with the cost to gener-
ate them being next to nothing, the average number of
responses works out to approximately 9,784 per day!

The numbers indicate it is time to devote the technical
expertise, regulatory oversite and delivery channel “incen-
tives” to clean these two costly and incredibly wasteful
practices up. We have struggled to produce meaningful
activities in Washington for quite some time, but these
two issues should not be red or blue, right or left. They
only seem to shape up as right or wrong, and that is
something everyone should agree on. If we do a good
enough job at it, we can eliminate the $703,000 in Nige-
rian Prince scam losses identified in 2019 (true number

\ ( 9 " » according to ADT and CNBQC)!
— . Until next month, tell all those media buyers, “If it’s
Robert Morris free, buy it!” m
p
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INDUSTRY FEATURE

RANSOMWARE ATTACK
CYBER CRIMINALS THREATEN DATA

BY JACKIE WILSON

mail. It’s a necessary commu-

nication tool for businesses. As

we scroll through messages one

by one, we quickly scan, hitting
reply and delete. When an email
message about a credit card charge
appears, we’re annoyed. What’s this
$450 charge for? I did make an Am-
azon purchase, but maybe they over
charged me? I better click on the link
to double check...

BAM!

Within three seconds, a cyber
attacker has gained entry into a
computer’s memory, sending mal-
ware to encrypt sensitive data. Yet,
these hackers aren’t phishing to snag
a credit card number to purchase
designer jeans. These cyber criminals
hold and lock data; shutting down
systems and demanding money until
a ransom is paid. Ransomware has
infiltrated the system.

Ransomware is a type of malicious
software created to block access to
a computer’s system, until a sum of
money is paid. As files or computers
are held hostage, criminals only re-
lease the system if the ransom is paid.

Ransomware first appeared in 1989
and in the past decade increased as
criminals and hackers become more
sophisticated in their methods. Ran-
somware infiltrates a computer when
a user unknowingly clicks on a link
or downloads an attachment. Phish-
ing scams account for 70 percent of
the data breeches.

In the past year, hacker attempts
alarmingly increased by 148 per-
cent over previous years, due to the
millions of pandemic-related remote
workers. Remote workers are now cy-
ber criminal’s main target as personal
devices and tools are easier to hack
than traditional business servers.

Data breeches are targeted in all
types of businesses, but prey on
those with sensitive information, such
as bank account numbers, private
health information and social secu-

rity numbers. Healthcare, education,
finance and government sector hacks
occur every 11 seconds.

With names like NetWalker, Conti
and DarkSide, these criminals often
hail from Europe, mainly Russia and
Ukraine. Hackers demand money
be paid in cryptocurrency as it’s less
easy to trace.

The FBI doesn’t recommend
ransoms be paid, because there is
no guarantee that the files will be
released and there’s a greater chance
of it happening again.

However, ransoms have been
paid. In 2020, the average payout
was $312,493; for small businesses,
$5,900. Large companies, such as
FedEx lost $400 million in expenses
from the NotPetya attack in 2017. The
DarkSide attack on the Colonial Pipe-
line reportedly paid $4.4 million in
cryptocurrency ransom in May 2021.

Besides payouts, other costs factor
in downtime, with an average of 15
business days lost, not to mention
added costs for overtime, new servers
and more.

Publishers big and small are not
immune to cyber thieves. Several of
our ACP members were hit by ran-
somware attacks and malware. We’ve
featured a few of their stories and
how they handled it.

DEMANDED $1.2 MILLION
Jonathan McElvy’s golf game was
one of his best games all year. Long
drives hit the green and putts sunk in
easily...until he received a phone call,
along with a disturbing screen shot
from his IT director at MVR Publishing
Saturday morning, July 31, 2020.

The screenshot was a picture of a
ransomware note the company re-
ceived that morning. “I knew some-
thing was wrong because I stopped
getting emails Friday afternoon.
Normally I get the press lists, so I
thought it was weird. I thought it was
just an email server that was down,”
explains McElvy.

The ransomware note demanded
$1.2 million from the Conti malware
which had infiltrated the system.

He and his IT staff scrambled to see
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what was lost on the server. “They
had everything on the server. We
had a Monday morning deadline and
couldn’t get any of our files,” he says.

MCcElvy recalled a few weeks earlier
about a news article regarding how
the government paid ransom for an
attack and believed his company was
immune. “We’re in the newspaper
business. We don’t have money. Why
target us?” he asked.

They turned to the company’s
security director for advice. The
ransomware note offered a link with
an encrypted email to read, which
was hosted on the Dark Web, which
doesn’t track users who visit a certain
website. “We wanted to know what
their terms and understand what ex-
actly was happening. After that — and
after realizing nearly all
our data was backed up
offsite, we didn’t go back,”
he says.

Taking the IT director’s
advice, they didn’t respond
to the demands or emails.

The attackers came back

with a second demand af-

ter a non-response. McElvy

called the local sheriff,

who filed a report and suggested they
contact the FBI. “It took two weeks for
the FBI to call back. They said they
have 200 calls a week for this and
they were no help,” he says.

Fortunately, the company had
backed up data and files on a Thurs-
day at midnight through an off-site
server. They put the backed-up data
on a virtual server and hosting site for
the weekend, to the tune of $22,000.

After a costly, stress-filled weekend,
they were back up on a Monday;
however, not to full capacity. The ac-
count server was down, so they were
unable to complete billing for several
days. Clients weren’t affected, as they
don’t store credit card information on
their server.

Another glitch was the pagination
software wasn’t working and they
discovered the time-saving features
had vanished. “We lost the ability to
auto tag pages. It usually took an
hour to do, but took us five hours to
do it to key it in manually. We were
late all the time and couldn’t do clas-
sifieds the correct way. There was lots
of overtime for employees,” he says.
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McElvy believed the $4,000 soft-
ware they installed was supposed to
protect them by identifying and quar-
antining bad files before they entered
the system. “Our security guy said,
this program you just paid for — let it
go into your system,” he says.

After the breakdown, the company
decided to change email providers
to a Google business platform. “We
might be a little late to the game. The
Cloud servers are cheaper, with less
upkeep,” he says.

To recover costs, he examined his
general liability insurance and found
it was ‘worthless.” “It stinks,” he says.
“If someone walked into a store and
stole our stuff, it’s covered. But still it
(the attack) was theft — as if someone
walked into our office.”

In the past year, hacker attempts

alarmingly increased by 148

percent over previous years, due

to the millions of pandemic-
related remote workers.

To prevent future hacks, he in-
structs employees to refrain from
clicking on unknown links. “We all
have employees who get tricked,” he
says. “Communication is the key to
prevent this from happening again.”

MACS SAFE;
PCS HACKED BY CERBER
Six years ago, Denton Publication
and Sun Community News & Printing
was hit hard by ransomware. Their
press foreman opened up an email,
warning that his computer files had
been taken over. The message read:
Cannot find the files you need? Is the
content of your files that you looked
Jfor not readable? It’s normal because
the files’ names, as well as the data in
your files bave been encrypted. Great!!!
You have turned to be a part of a big
community #CerberRansomeware.
The message was a five-page doc-
ument, with step-by-step instructions
on how to get their data back and
payment to restore the files. The doc-
ument ends with the following quote:
Remember that the worst situation
has already bappened and now it

depends on your determination and
speed of your actions to furtber life of
your files.

Dan Alexander, publisher emeri-
tus, says they didn’t click on links or
pay to recover their files. “We never
considered paying them or communi-
cating with them,” he says.

The breech came from one of their
employees who opened up a file that
was on a spreadsheet on their ac-
count’s server. It was located on a PC
platform, where they saved their files
to the master server. He was fortunate
the Macs weren’t affected. “It didn’t
affect our publication. All of our Apple
products were protected with a differ-
ent operating system,” he says.

An entire spreadsheet with lineage,
deposit and sales information was
compiled differently from their
accounting software and the
data was completely wiped
out. Less protected items from
personal files that weren’t
super critical, were also lost.
Employees had to replace the
entire spreadsheet by hand
and rebuild the files.

Alexander says, “It was
time-consuming to recreate
the documents. We learned not to cry
over spilled milk.”

A Russian company was most likely
to blame. Alexander reported it to
the FBI, who filed the information,
however nothing came of it.

Since then, Alexander interviewed
several IT companies to see who
could recommend and install a new
firewall protection system, which is
doing its job.

“We don’t do a lot with it. It does
its job and we haven’t done anything
with it since then,” he says.

It’s a new cost the company had to
build into their operating budget, but
he feels it’s worth it. “We see the ben-
efit outweighs the costs. It’s depends
on whether you want to get hacked
or not,” he says.

As the protection system is up for
renewal each year, he’s considering
moving their system to a different
platform.

“The bad guys are getting smarter,
too. It’s staying one step ahead of the
technology. It’s worth it to sit down
with vendors and get proposals,” he
says.



WEAK PASSWORD
THE CULPRIT

When Greg Bruns received an
email from his internet service pro-
vider saying their service was going
to be terminated because of too
much spamming, he questioned the
validity. Over the weekend, a com-
plaint had been lodged against his
company, Acadia News, from Colum-
bia University Law School that Bruns’
server was being used to attempt
a brute-force hack on the school’s
server.

Monday morning, he went into the
server room and sat down, wiggling
the mouse to clear the screen saver
when he saw dozens of user account
icons. He then noticed someone was
logging in the icon and hundreds of
command prompt lines and screens
kept popping up.

After confirming with the IT de-
partment that it wasn’t him, another
IT specialist, ‘Stu’ shows up, ready
to click on the screen. Frustrated,
Bruns shouted, “Wait — we don’t want
the bad guys to know that we know
what’s happening yet, do we?”

With Bruns tech-savvy background,
he called the owner of the IT group
for further instruction as he didn’t
trust Stu. Bruns checked his own
public folder on the server and ev-
erything was corrupted. Before long,
Stu confirmed it was a ransomware
request.

There was a ransomware timer,
but unfortunately Stu didn’t take a
screenshot of the request. Normally
payments ask for $1,000 to $150,000.
“I wanted to see it. I know comput-
ers and would have liked to see the
ransom demand,” he says.

The breech was most likely due
to a weak password. The company’s
original firewall had the ability to
block certain countries and the attack
came from the Russian Federation.
Again, Stu failed to have the most
common scammer countries blocked.
Eventually they fired Stu, because of
his incompetence and bungling of
their company’s security.

A back-up server saved them; and
they were able to obtain files. Fortu-
nately it was mid-month and issues
weren’t set to publish for a few
weeks. Customers weren’t affected;
however email was down temporar-

INDUSTRY FEATURE

RANSOMWARE PREVENTION TIPS PROVIDED
BY INTERVIEWEES

e Communicate and educate staff to never click on unknown links or download
attachments. Send constant reminders, especially with new staff members.

Have a written plan if a data breach or ransomware attack happens.
Back up files and update systems on a regular basis. Use off-site backup servers.
Install anti-virus software and block access to known ransomware sites. Discuss

with an IT professional the best software, firewall and systems recommendations.

Check your business insurance umbrella policies to see what might be covered.

ily. It took about 40 hours by the IT
company to get back to normal.

Since then, they’ve hired a different
IT provider, installed another firewall
and modem and locked the network
down. Bruns takes a portable server
once a month from home and backs
it up case of another attack or fire
emergency.

He continues to educate his staff.
“People are the number one reason
why hackers can get through,” he
says. “I’'m more vigilant about remote
backups and make sure to keep edu-
cating my staff.”

ARCHIVES LOST

Although Deb Paul didn’t get hit
with ransomware, her family newspa-
per got hacked with malware, strip-
ing all their archives from 2011 and
beyond.

At the height of the COVID pan-
demic, Paul said various customers
kept getting emails from her email
account, requesting money or credit
card information. Her exact email
address appeared in other peoples’
inboxes.

“People were calling me, asking
why I was sending them emails, ask-
ing for money,” she says.

Then she noticed on their website,
archives starting in 2011 were disap-
pearing. “It was unnoticeable at first —
then all of a sudden, everything was
gone,” she says.

She feels the hackers were target-
ing the paper’s ‘freedom of press,
forcing them to lose credibility with
advertisers and hoping to shut down
the voice of an independent newspa-
per by preventing information from
getting out.

“They wanted to cripple us,” she
says. “In turn, it makes the customers
uneasy. By targeting small papers, we
can’t pay for a firewall.”

Because of the hack, she changed
how they do business. “Credit cards
have to be called in. You can’t order
online anymore,” she says. “We had to
reassure our advertisers were are still
a credible business.”

JUST UNPLUG IT

For one of Carol Toomey’s Smart
Shopper papers, it was a simple fix
to a hacker’s attempt at corrupting
valuable files.

One of her employees opened an
email and clicked on an attachment.
As she saw the link, she quickly re-
alized it was in error the minute she
opened it. Knowing time was critical,
she immediately asked the graphics
department head for advice. He ran
to the computer to shut it down,
unplug it, disconnecting it from the
network.

After a quick search, thankfully
only a few files were lost. The IT de-
partment helped to get things up and
running within a day.

“We didn’t lose much,” says Toom-
ey. “Thanks to his quick thinking it
wasn’t a big deal. But it makes us
more diligent going forward with our
emails.” B

Resource: AFCEA (Armed Forces Com-
munication and Electronic Associa-
tion), Signal Magazine; Sponsored:
81 Ransomware Statistics, Data,
Trends and Facts for 2021
bttps://www.afcea.org/content/
sponsored-81-ransomware-statistics-
data-trends-and-facts-2021.

JANUARY 2022 | 15



THE SURVEY SAYS... 11l

Has your company experienced Did you end up paying the
a ransomware attack? ransom? 100.0%
100% 100%
80% 79.3% 80%
60% 60%
40% 40%
-~ 20.7% 20%
.
0% 0%
Yes No Yes No - refused to pay!
Did you have a firewall prior to Did you upgrade your firewall
the attack? after the attack?
90% 90%
80.0%
80% 80%
70% 70% 66.7%
60% 60%
50% 50%
40% 40% 33.3%
30% 30%
20.0%

20% 20%

0% 0%

Yes No Yes
How often do you do a system backup?
(publications hit by ransomware)
50%
40%
30%
20% 14.3% 14.3% 14.3%
10%
0.0% 0.0%
0%
At least hourly  Twice per day Daily Weekly Monthly Less than every
month
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How often do you do a system backup?
(publications not hit by ransomware)

60%
50% 47.6%
40%
30%
19.1%
20% 14.3% 14.3%
0.0%
0% I
Atleast hourly  Twice per day Daily Weekly Monthly Less than every
month
What type of system do you What type of system do you
have? have?
(publications hit by ransomware) (publications not hit by ransomeware)
80%
80% 71.4%
60%
609
/° 42.9%
40% 40% 33.3%
0
28.6% 23.8%
20% 20%
0.0%
0% 0%
PC Based Mac Based  Mix of both on PC Based Mac Based  Mix of both on
Network Network the same Network Network the same
network. network.
Have you taken precautions to avoid ransomware attacks?
(publications not hit by ransomware)
60%
50% 42.9%
40% 33.3%
30%
20% 14.3%
9.5%
0%
Yes - significant Yes - moderate Nothing out of the No precautions taken - just
precautions, security isa  precautions, security is ordinary. lucky!
high priority. take seriously
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RANSOMWARE PROTECTION
FOR SMALL BUSINESSES

types of cybersecurity attacks.

mall and mid-sized businesses

account for 90% of companies

worldwide, and they employ

over 50% of the global popula-
tion. These businesses play a critical
role in the economy, but they can
also be prime targets for hackers and
cybercriminals.

Data shows that small to medi-
um-sized businesses were the victims
of 71% of ransomware attacks. These
attacks may have occurred because
many smaller companies typically
spend less on cybersecurity measures
than larger corporations, making
them easy subjects for hackers.

WHAT IS RANSOMWARE?
Ransomware, or ransom malware,
is a type of malicious software de-
signed to block access to a computer
system until a sum of money (or
ransom) is paid, or some other action
is completed. Cybercriminals often
use this file-encrypting malware to
go after specific targets who can pay
the largest ransom possible, but this
is not always the case. As mentioned
previously, small to mid-sized busi-
nesses are likely targets because they
usually have smaller security teams.
Hackers also will target organizations
like government agencies, healthcare
facilities and financial institutions
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SUMMARY: /t’s a common miscon-
ception that small businesses aren’t
typical victims of cyber attacks or data
breaches. In this article, we’ll dis-

cuss a particularly damaging type of
malware known as ransomware, and
what small and mid-sized businesses
can do to protect themselves from these

that store sensitive data because they
may be willing to pay up quickly to
restore access to their files. According
to the FTC, some ransom demands
have been as high as $30,000.
Ransomware locks a company's
files, basically holding them hostage
by making data, documents and files
inaccessible without a decryption key.

The files are still on the device, but

without paying the ransom within a

specified timeframe, the organization

faces losing access to them forever.
According to Norton, some com-
mon ransomware examples include:

* Lock screen or screen lockers:
Locker ransomware makes it
impossible to access any files or
applications on your device. Users
will see a full-screen message that
prevents them from accessing data
on their PC.

* Encryption ransomware: Also
known as crypto-malware, this type
of ransomware modifies files so us-
ers cannot open them. There is no
guarantee that paying the ransom
or completing the required action
will allow access to the PC or files
again.

* Scareware: Scareware is an ex-
ample of ransomware that acts
like virus protection. Users will
see a pop-up message saying their

Make pa

will be destroyed in
12 Hours 01:34

files are at risk with a demand for
payment to fix the issue. Scareware
may lock the computer or flood
the screen with alerts and pop up
messages.

¢ RaaS$: Also known as "Ransom-
ware as a Service," RaaS malware
is hosted by an anonymous hacker
who handles distributing the ran-
somware, collecting payments and
managing decryptors in exchange
for a cut of the ransom.

* Doxware: More people are storing
sensitive, personal information on
their computers and mobile devices
these days, and doxware threatens
to share that data with the inter-
net unless they receive the ransom
requested.

RANSOMWARE PROTECTION
FOR SMALL BUSINESSES

IT security has to be a priority for
businesses of all sizes. Companies
should not only understand how to
prevent cyberattacks like ransom-
ware, but they should also create a
data breach response plan, so the
steps to take in the event of a breach
are spelled out in a straightforward
manner. Here are a few things small
and mid-sized businesses can do to
help protect themselves from cyber
attacks like ransomware.



e Upgrade to the most recent
operating system version
As operating systems update, new
versions can include patches or fire-
walls for potential security issues that
could make a business vulnerable to
ransomware.

¢ Provide regular cybersecurity

training to employees

Human error causes 52% of data
breaches. Staff should receive ongo-
ing cybersecurity training to un-
derstand the organization's security
policies and the risks associated with
a breach. Employees should under-
stand the basics, like not opening
emails and attachments from un-
known senders and how to recognize
fake websites and email addresses,
which often contain misspellings.

* Keep security software updated
Many cybersecurity software pro-
grams offer real-time protection from

malware attacks like ransomware.
Use a trusted security suite and up-

our
rchargey
Supe evenueé

audience r

iQ Audience+ by TownNews gives media
organizations of all sizes powerful new tools to
lift subscription rolls and preserve advertising
revenue, while boosting audience engagement.

TownNews

Learn more at; TownNews.com/Audience

date it regularly, as new threats con-
tinuously pop up for both businesses
and consumers.

* Backup data regularly

While this may take businesses con-
siderable time and effort, the impor-
tance of backing up information cannot
be stressed enough. Consider utiliz-
ing a cloud service that incorporates
high-level encryption and multiple-fac-
tor authentication. At the very least,
files can be saved to USB or external
hard drives — as long as they are dis-
connected from the device, as they can
also be susceptible to ransomware.

* Purchase insurance coverage
that covers ransomware
Cyber liability insurance can
protect businesses from a range
of cyberattacks, including ransom-
ware. Every year, organizations, both
large and small, are victims of data
breaches, and every employer faces
the fact that they could be the target
of a network security breach. Cyber

info@kamengroup.com

Pennsylvania award-winning free weekly shopper in business nearly 40
years. A full complement of print & digital advertising with loyal
readership and advertisers. Infrastructure in place for expansion.
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liability coverage helps protect busi-
nesses of all sizes from the financial
damage incurred from cyber attacks
and data breaches. B

Cyber Liability Insurance from
AmTrust Financial — AmTrust
Financial offers cyber liability
insurance to belp protect small
businesses from some of the

costs associated with a variety of
cybersecurity attacks. AmTrust is
committed to evolving our coverage
as new cyber threats emerge for our
customers. To learn more about our
cyber liability insurance policies,
Pplease contact us today at
bttps://amtrustfinancial.com/
about-us/contact-us or go to
bttps.//amtrustfinancial.com/
insurance-products/cyber-liability.

Article reprinted with permission
Jfrom AmTrust Financial —
bttps://amtrustfinancial.com/
blog/small-business/ransomware-
protection-small-businesses

PUBLICATIONS LISTED FOR SALE
KAMEN & CO. GROUP SERVICES, LLC

516-379-2797

www.kamengroup.com

Proud to be Forbes Media Financial Valuation Expert for
its 400 Richest Americans Directory 8 Straight Years

potential.

North Carolina regional glossy attractive lifestyle magazine established
in 2005. Outstanding metro market saturation with strong growth

business 75 years.

B2B Ohio construction, realty, architecture glossy monthly magazine in

Georgia Lake Country award-winning weekly broadsheet newspapers
and regional niche magazines.

Florida regional multimedia print & digital publishing entity inclusive of
8 health & wellness lifestyle titles with dynamic social media
components. In business 20 years.

National Horse Magazine distributed to all 50 states & 14 countries. Total
circ 7,000. Profitable & focuses on niche heavy horse industry with
in-depth features, best show results, vet and legal advice & much more.

Quarterly advertorial free distribution newspaper with a total of 851,000
distribution focusing on health procedures with testimonial content
throughout Florida. Profitable & well branded!

Please contact our New York office for an NDA.
This is a partial listing of titles we have available for purchase.
Need to have your publications financially valued correctly?
Want to sell your title? Contact our firm confidentially.
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Paid Content Sates
You keep 90%. No card fee.

Authenticated single sign-on. Readers can leave tips.
Does syndicated content. We do the credit card processing.
Shoppers remain anonymous. Publisher retains all rights.

C[CleG®: CleanTicketCompany.com

Your headquarters for Plastic Bags

For questions or to place an order,
please contact us at:

800.634.0017 = pdi-plastics.com

sales@pdisaneck.com
Fax: 614.890.0467

SUPPLIES

Proud to be the expert media financial valuation resource for
the FORBES 400 List of America's Richest People 2015 - 2021

KAMEN & CO. GROUP SERVICES, LLC

Media Appraisers, Accountants, Advisors & Brokers
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626 RXR Plaza

Uniondale, New York 11556
Phone: (516) 379-2797

Cell: (516) 242-2857

E-mail: info@kamengroup.com
www.kamengroup.com

Kevin B. Kamen
President/CEO

WE MAY BE “CHEEP’, .
BUT WEDAREYOUTO 4
COMPARE US WITH

THE EXPENSIVE GUYS. .:‘

Schedule a Zoom demo at your convenience and
let us show you how to save some scratch. ..

Call for more information:
207.452.2476 or 978.580.1895
100 Domino Drive, Concord MA

Merrimac

PLUS
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ON THE HORIZON

2022

MARCH 1, 2022

USPS Promotion Starts —
Emerging and Advanced Technology

By incentivizing the use of these technologies through
discounts, the Postal Service is helping to increase the
value of direct mail and ensuring itscontinued place in
the modern communications and marketing landscape.
For more information, go to:
https://postalpro.usps.com/promotions/2022-emerging-tech?

MARCH 4, 2022

Midwest Free Community Papers (MFCP)

Spring Conference at the Gateway Hotel and Conference
Center in Ames, Iowa. Go to mfcp.org for program
updates or contact Lee Borkowski at 888-899-6327,

email: director@mfcp.org for more information.

MARCH 18-19, 2022

Mid-Atlantic Community Papers Association
(MACPA)

Annual Conference - “Let’s Strike Gold with MACPA”
will be held at the Comfort Suites in Carlisle, PA.
Go to macpa.net for updates or contact Alyse Mitten
at 800-450-7227, email: info@macpa.net
for more information.

APRIL 1, 2022
(No fooling)

Association of Community Publishers (ACP)

Spring Leadership Summit will be held in Nashville, TN,
contact Cassey Recore,
email: cassey@communitypublishers.com
or call 877-203-2327 for more information.
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| WAS HACKED!
HOW TO AVOID MY FAILURE

BY DOUGLAS FRY

fter returning from one of

our meetings in Orlando,

I had all kinds of great ideas

that I wanted to put to use
as soon as I got back to the office.
Life was good until I started working
on my computer early in the morning
and noticed that the pointer on the
screen started moving all by itself.
Then I noticed that my “screen shar-
ing” icon in the toolbar was lit up.
I disconnected the user and looked
up the web address the user came
from. It was from the island of Malta.

Please understand, I don’t get

around enough to have friends in

Malta. This was not a friend. In fact,
as soon as I could disconnect the
interloper they connected right back
on. So, I shut down the computer
thinking that would stop the attack.
When I started it back up 10 minutes
later the hacker was right back on
and I couldn’t disconnect them. I did
what any panicked person would do,
I disconnected the Ethernet cable
from the back of the computer.

I believe the person gained ac-
cess to my computer when I logged
on to a wi-fi network while I was
traveling to Orlando. I accessed my
computer from the road through

VNC (Virtual Network Computing).
The nefarious ne’r do well had to see
what I entered as my username and
password and thus gained access to
my computer and network. The fact
that my American Express card was
compromised a day after the confer-
ence should have been my wake up
call. But I was too smug thinking that
no one would be able to access my
fortress of solitude. Wrong!

Having that person snooping
around my computer was shocking
and scary. It was like going into a
room in one’s home to find an in-
truder. The worst part is that I HAD
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(past tense) a folder on my computer
cleverly named “Passwords” that con-
tained all the different passwords to
all the sites I frequent which require
one. All the hacker needed to do was
take that folder and they would have
access to all my information.

With the computer disconnected
I first changed the main computer
password. Then, for the remain-
der of the day I reconnected to the
internet and logged in to each site
and changed the passwords to all my
accounts. That meant resubmitting
over 100 different passwords. It was
tedious and time consuming but
necessary in order to safeguard my
information from future prying eyes.

With all my passwords changed I
have been watching my computer
screen to see if anyone is “peek-
ing” at me. So far, so good. But that
doesn’t mean I’'m safe. More likely
I’'m not. What follows are some sug-
gestions as to how you can avoid my
failure to protect my virtual assets.

BEFORE A CYBER ATTACK:
You can increase your chances of
avoiding cyber risks by setting up the

proper controls. The following are

things you can do to protect yourself,
your family, and your property before

a cyber incident occurs.

* Only connect to the Internet over se-
cure, password-protected networks.

* Do not click on links or pop-ups,
open attachments, or respond to
emails from strangers.

* Always enter a URL by hand in-
stead of following links if you are
unsure of the sender.

* Do not respond to online requests
for Personally Identifiable Infor-
mation (PI); most organizations —
banks, universities, companies,
etc. — do not ask for your personal
information over the Internet.

* Limit who you are sharing informa-
tion with by reviewing the priva-
cy settings on your social media
accounts.

* Trust your gut; if you think an offer
is too good to be true, then it prob-
ably is.
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* Password protect all devices that
connect to the Internet and user
accounts.

* Do not use the same password twice;
choose a password that means some-
thing to you and you only; change
your passwords on a regular basis.

I had used the same password for
my network for over 10 years!

* The extent, nature, and timing of
cyber incidents are impossible to
predict. There may or may not be
any warning. Some cyber incidents
take a long time (weeks, months
or years) to be discovered and
identified. Familiarize yourself with
the types of threats and protective
measures you can take.

DURING AN ATTACK:

IMMEDIATE ACTIONS

* Check to make sure the software
on all of your systems is up-to-date.

* Run a scan to make sure your
system is not infected or acting
suspiciously.

¢ If you find a problem, disconnect
your device from the Internet and
perform a full system restore.

AT HOME

* Disconnect your device (computer,
gaming system, tablet, etc.) from
the Internet. By removing the In-
ternet connection, you prevent an
attacker or virus from being able to
access your computer and perform
tasks such as locating personal data,
manipulating or deleting files, or
using your device to attack others.

* If you have anti-virus software
installed on your computer, update
the virus definitions (if possible),
and perform a manual scan of your
entire system. Install all of the
appropriate patches to fix known
vulnerabilities.

AT WORK

* If you have access to an IT depart-
ment, contact them immediately.
The sooner they can investigate
and clean your computer, the less
damage to your computer and oth-
er computers on the network.

¢ If you believe you might have re-
vealed sensitive information about
your organization, report it to the
appropriate people within the orga-
nization, including network admin-
istrators. They can be alert for any
suspicious or unusual activity.

AT A PUBLIC PLACE

(library, Hotel, etc.)

* Immediately inform a librarian,
teacher, or manager in charge.
If they have access to an IT depart-
ment, contact them immediately.

IMMEDIATE ACTIONS
IFYOUR PERSONALLY
IDENTIFIABLE
INFORMATION (PII)

IS COMPROMISED
PII is information that can be used

to uniquely identify, contact, or locate

a single person. PII includes but is

not limited to: full name, social secu-

rity number, address, date of birth,
place of birth, driver’s license num-
ber, vehicle registration plate number,

Credit card numbers, physical ap-

pearance, gender or race.

If you believe your PII is compro-
mised:

* Immediately change all passwords;
financial passwords first. If you
used the same password for multi-
ple resources, make sure to change
it for each account, and do not use
that password in the future.

* If you believe the compromise was

caused by malicious code, dis-

connect your computer from the

Internet.

Restart your computer in safe mode

and perform a full system restore.

* Contact companies, including
banks, where you have accounts as
well as credit reporting companies.

* Close any accounts that may have
been compromised. Watch for any
unexplainable or unauthorized
charges to your accounts.

It’s a scary world in which we

live. Protect your digital assets just

like you do your physical ones.

And change your passwords from

time to time. W



RISING STAR

2022 LOOKING FORWARD
A REFLECTION OF THINGS TO COME

NATHANIEL ABRAHAM 11

he Holiday season has been upon us

once again, and it always represents

an opportune time to reflect. And there

is no shortage of things to reflect on.
2021 was a fascinating year, preceded by a
year so eventful, it is no exaggeration to say it
will have left an impact and created reverber-
ation for decades to come.

Last year, being the first to follow the infa-
mous year of 2020, has served as a testament
to our ability to endure. Throughout the
unimaginable, unforeseeable circumstances,
we are still here. Shaken but not stirred. The
isolation of quarantine, the many losses of
life and health, the sunk businesses, the rede- ‘
fined dynamics of work, and the list goes on
and on. This massive paradigm shift has been
nothing short of a challenge. A challenge that
we all continue to overcome to this day.

Looking back at the trials of this year serves
as a stark reminder of what we are capable
of. For example, with the quarantine in place
and public safety mandates implemented
around the country, face to face human inter-
action dropped to an all-time low. This didn’t
stop people from gathering. Instead, we
adapted the way we interact in groups. I have
personally attended both business meetings
and family reunions by video call. When the
world came to a standstill and entire indus-
tries could no longer conduct business as per
usual, so many companies adapted. Working
from home, delivery services, and updated
sanitary precautions are just a few of the new
practices seen commonly in the modern busi-
ness environment.

When faced with unfathomable hardships,
we understand, we adapt, and we ultimately
overcome. As the Holidays wind down and
the new year rolls in, I am every bit confident
that 2022 will be a continuation of this move-
ment. Looking forward, I see a year of new
normal and fresh solutions. All observable
trends indicate as much. As we move forward,
it is essential to reflect on the past and let the
wisdom of yesteryear be a compass for the
future. Reflection on the past year leaves me
optimistic about the future. W

When faced with
unfathomable
hardships, we
understand, we
adapt, and we
ultimately
overcome. As the
Holidays wind down
and the new year
rolls in, | am every
bit confident that
2022 will be a
continuation of this
movement.
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Certified audits involve a lot
more than just verifying delivery!
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®

Certified audits provided by CVC as part of your ACP
membership cover printing, distribution, circulation,
websites, digital editions, mobile, email, social media and
readership studies. This audit provides the most accurate
picture of a publications’s reach and market penetration.

Join Today!

QC

Association of
Community
Publishers

877-203-2327

www.communitypublishers.com

Providing the tools and support needed for publications to be more successful.



The Leadership Institute
is a structured, industry
specific sales and
management training
program sponsored by the
Association of Community
Publishers.
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Association of Community Publishers

OVER THE LAST
15 YEARS

INDUSTRY PROFESSIONALS
HAVE PARTICIPATED

CLASS CREDITS HAVE BEEN
AWARDED

CERTIFIED ADVERTISING
EXECUTIVE CERTIFICATIONS
AWARDED BY ACP

DIFFERENT CLASS
CURRICULUMS PRESENTED

THE LEADERSHIP INSTITUTE

ANTICIPATION

BY JIM BUSCH

‘ Wisdom consists of the
anticipation of consequences.
—Norman Cousins

ot many Americans have heard of Paul Van
Riper. Van Riper is a retired Marine Corps
general who won the first Gulf War—for the
Iraqis! The Marine general was selected to play
the role of Saddam Hussein in a war game titled Mil-
lennium Challenge. He got this job because he had a
reputation for being, “sort of a devious guy.” Van Riper
immersed himself in the role, dressing in an Iraqi uni-
form and carefully studying all the resources available
to Saddam. When 60 Minutes interviewed Hussein, Van
Riper studied the video to identify which books the
dictator read. Before the exercise, conventional think-
ing was that the American team would quickly over-
whelm Van Piper’s team. The “devious” Marine gener-
al, didn’t plan to fight conventional “war.” Instead of
holding his stockpile of weapons in reserve, Van Riper
preemptively threw them at an American fleet in one
rush. The computer scoring the game determined that
in an actual attack, 29 ships, including a nuclear air-
craft carrier, would be sunk causing tens of thousands
of casualties. Van Riper then planned a repulse of a
Marine landing before the officials running the game
called it off. Paul Van Riper left his opponents thor-
oughly confounded, embarrassed, and much wiser for
the experience. By shattering the belief in their invinci-
bility, he convinced American military planners to con-
sider every possible consequence of their actions. This
allowed them to develop contingency plans for virtu-
ally every eventuality. Instead of an inflexible set piece
battle plan, the American military planners developed
a flexible strategy that could evolve as the situation on
the ground changed. Before a single shot was fired ev-
ery chink in our armor had been plugged. As business
leaders we can benefit from the lesson Paul Van Riper
taught the U.S. military. In our industry, we have been
taught the power of positive thinking. We don’t like
to dwell on negatives but sometimes thinking about
potential problems is the smart thing to do. We must
think about challenges before we encounter them so
we can develop a plan to deal with them. This is true
in every aspect of our businesses, from anticipating
customer objections to planning for severe weather to
implementing cyber security protocols. It is truly wise
to anticipate the consequences of our actions while
there is still time to do something about them. B
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SALES TIPS

6 POINT SERVICE PHILOSOPRHY
FOR PUBLICATIONS

BY BOB BERTING,
BERTING
COMMUNICATIONS

fter the sale, many times,
there is a letdown in the
manner in which a new
customer is serviced. As
a matter of fact, a lot of business is
lost because the intensity of caring
drops off and the customer is now
taken for granted. The publication
salesperson who sold the account
sometimes doesn’t know why the
new customer has lost interest. Is it
because the response is lacking, is it
because other media competition has
convinced him or her that they have
made a mistake in going with your
publication—or what happened? I'll
give you the answer. Many times it’s
because the publication doesn’t have
a service philosophy that resonates
with the new customer and takes
them for granted.
Here are 6 ways for a winning ser-
vice philosophy:
1.“We want your business.” What
do we have to do to show you how
much we appreciate your business?
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2.“We want to make you happy.”
We not only want to make you hap-
py but very satisfied.

3.“We are as close as your phone.”
Call us if you have any questions.
We want to hear if you have any
questions.

4.“We take care of our contract
customers.” You have made a com-
mitment to us, so we owe you the
utmost consideration.

5.“We want you to feel comfort-
able”. This is important because
there should be a definite comfort
level with us.

6.“Confidentiality”. We will never
discuss your business goals with
your competitors.

THE OVERALL IMPORTANT
FACTOR IS TRUST

When it comes to earning a cus-
tomer’s trust, actions speak louder
than words. Sometimes it takes a little
more time and effort to forge that
bond, but trust is the most important
factor in developing long range rela-
tionships. The 4 elements of trust are:
competence, reliability, intentions,
and appearance.

COMPETENCE

When you know advertising and
your publication well, you will in-
spire the customer’s confidence. They
will look to you for answers to their
problems, so make yourself a well
read resource. Take constant respon-
sibility for your own career growth
and sales expertise. Do the things
necessary to encourage your custom-
ers to have faith in you.

RELIABILITY

Your reliability will be the most
important factor in their decision
to trust you. Position yourself as a
problem solver in correcting prob-

lems quickly and efficiently. Like it
or not, your reliability may suffer due
to a careless sales secretary or absent
minded service person, so insist on

a high level of performance from
everyone who comes in contact with
your customers.

INTENTIONS

Art certain times, your relationship
may get off track due to some glitch
in communication. But if the custom-
er knows your intentions are good.
You usually will have a good chance
to redeem yourself. Emphasize that
their needs come first and you’ll do
whatever it takes to earn their com-
plete trust and satisfaction.

APPEARANCE

Though appearances can be deceiv-
ing, sometimes you can judge a book
by its cover. If you drive a clean, late
model car, and have a well-groomed,
professional appearance, customers
will be more than likely to view you
as the representative of a reliable,
well established publication. En-
hance your image further with good
posture, a broad vocabulary, a clear
voice, and frequent eye contact. The
latter says to the customer “you can
trust me”.

The more your customers trust you,
the greater the odds that your profit-
able relationship with them will last a
long time. W

Bob is the author of 4 e-books for

the newspaper industry, available

on www.bobberting.com. Bob is a
professional speaker, advertising sales
trainer, publisher marketing consul-
tant and columnist in many nation-
al and regional newspaper trade
association publications. He can be
reached at bob@bobberting.com or
317-849-5408.



AD-LIBS

KEEP '"EM TALKING
AND LEARN MORE

BY JOHN FOUST
RALEIGH, NC

ori told me about some simple
techniques she uses in adver-
tising presentations. “Once the
other person mentions a prob-
lem,” she said, “it’s important to slow
down and show some restraint. A
lot of salespeople are conditioned to
pounce on the slightest opening and
shift the conversation. They can’t wait
to talk about the ways their products
can solve the problem. For example,
if the prospect says, ‘My advertising
is not generating enough traffic on
weekends, the salesperson is tempted
to jump in with a suggestion to run
more ads on weekends.

“That’s a bad move,” she said. “Al-
though that kind of instant-answer
approach may seem like good idea
at the time, it’s too early to propose
a solution to the problem. So instead
of expressing an opinion, I encourage
the other person to keep on talking.
That keeps them on their train of
thought. The more they talk, the more
I learn. And as a result, I might find
out that their weekday traffic has
been declining along with the week-
end business. That would call for a
different solution.

“To keep them talking, it helps to
use a minimum number of words,
sometimes just one or two,” she ex-
plained. “I've learned some techniques
from sales seminars and books, but
I've also picked up ideas by watching
good interviewers on television.”

Lori knows the importance of look-
ing below the surface. Here are some
phrases that work:

1. Say “that’s terrible” or that’s
awful,” when a problem is men-
tioned. Say “that’s good,” when the
news is positive. These simple phras-
es can help you get in step with the
other person. “When you agree with
what they’re saying, they usually keep
right on talking,” she said. “You’re

sympathizing with their bad news
and giving them a verbal high five for
their good news.”

2. Repeat their last phrase as a
question. This is a well-known tech-
nique that has been around for years.
When you hear, “We’re not getting
enough weekend traffic,” say “You're
not getting enough weekend traffic?”
and raise your voice on the last word
to emphasize the question. That’s less
formal than saying, “That’s an unusual
statement. I'd like to know more.”

3. Say “How do you mean?”
instead of “What do you mean?”
Although your old grammar teacher
would scold you for using “how” in
place of “what,” “how” is a friendli-
er way to ask for more information.
“What do you mean” can sound
abrupt and defensive.

4. Say “Hmm.” “Crazy as it sounds,
this is one of the best ways to keep
the momentum going,” Lori said.
“Think of all the different things you
can express with ‘Hmm. With differ-
ent inflection, you can convey agree-
ment, happiness, surprise, sympathy
or sadness.

“All of this is intended to help them
flesh out problems. As the conversa-
tion moves along, you can ask some
questions to tighten the focus and
help them see the long-term implica-
tions of their specific situation. Then
you’ll be in a better position to pro-
pose a solution.”

Hmm. That’s good. B

(c) Copyright 2021 by Jobn Foust.

All rights reserved.

Jobn Foust bas conducted training
programs for thousands of newspaper
advertising professionals. Many ad
departments are using bis training
videos to save time and get quick
results from in-bouse training. E-mail
Jor information: jobn@jobnfoust.com
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A new year is upon us... and | am stil
working on my to-do list from January
2021!ladmit, | also did not catch any of the
sessions from Adobe MAX-The Creativity
Conference. My will power was weak and
the pool, beach and buffets beckoned.
Sorry-not sorry!

However, | can report on the change
from InDesign Magazine to CreativePro
Magazine, but will have to wait because
I have St. Nick on my mind (real time-not
publishing time) and so |, too, will present
some more simple holiday design tips that
appeared in many of my ads! After all, we
still have last minute holiday ads to do!
Shhhh... Vectors at work

&S
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£ Y
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Vector art saved many of my ads! Some of
the above icons were from a group of orna-
mental graphics from some years ago, but
talk about multi-tasking, oh my!

These would be perfect to use as a “fill.”
The border has got to go, but the shapes
are simple and easily recognizable, so are
great for small ads and small spaces.

See our special

section (ift Guide

Qo
Only 25 shopping
days until Christmas!‘ ,
MOST STORES OPEN
TILL 11:00PM!

Let it snow...

especially once the holidays are over!
Snowflakes work well in an ad because
you can vary the size, or even use just
a part of the artwork... not to mention
that they can be rotated, recolored and
placed on top of each other. Some of the
vector snowflakes would be easier to use
if 1 dropped an lllustrator file directly into
InDesign so | could change color more
readily. However, | can alter this by going
under Objects>Effects>Transparency to
adjust the values.

I JANUARY 2022
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: Sometimes “Type” is All You Need

¢ I have chosen the typeface Zelda Regular (from Mighty Deals, of course). The font size is
< 30 points. The first sample was the original type. The second sample | have add swashes

O

Sm—

Add Artwork

Holidays always brought the “add artwork”
phrase to the instructions from the adver-
tisers. The hard partis keeping the art from
becoming a “fill” for some empty space
and because a lot of our ads were small
sizes—2x2, 2x3, 2x4—it was difficult.

We subscribed to Metro Newspaper
. Service for our “clip art,” but many of these
. files were suitable for large space ads—
. and made up of many great little “pieces”
. that | could easily use in small ads. (Maybe
< this was when | appreciated the endless
possibilities of vector art...)

LAST MINUTE
4)HOLIDAY

>| GIFTS

In the example above, the geometric shape
of a gift package can fit into a slightly lon-
ger heading with planned “breaks.”

In the sample below, the art was used to
. fill the space created by the varying sizes of
: the words, breaking up the negative space
. and tying the headline to the art.

Shapes created by “negative space”inan
ad can actually be more dominant than the
“positive space” (those elements that are
words, photos or artwork). Combining text
with the art creates a unifying visual.

LAST MINUT
HOLIDAY
GIFT
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from the Glyphs Panel; and | increased the “H” and “S” to 36 point for a bit more contrast.

Finally, I took the streamlined swash ver-

sion, increased the size, gave it another

color to separate it from the original two,

added a white .75 stroke and a drop

shadow. To use as a headline/artwork
I hung an ornament from the “s.”

It is ready to be saved into a “Library.”

There are also many
script typefaces (not
the same as an italic!)
that would work very
well with this option.

When text needs to be set off, <
you can always box that \
info and add art to the box.

The problem with just fill-
ing “extra space” with art can
resultin a “spotty” look...no
balance or unity. Art should
almost never overpower the
message in the ad.

At times it may work, but
small space ads just don't

have room.

The above approach takes the idea of a
slightly confined area but gives it a holi-
day twist. You can’t go wrong with a bow
or two... or holly. Holly always works. The
idea is for it to be subtle and just suggest
the idea of a wrapped gift without actu-
ally creating a “package.” That's the differ-
ence between design and decorate. Sound
familiar?

. Enjoy my little St. Nick
difts ... and see you next year!
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ADVERTISING SERVICES &

SOLUTIONS
L. PROFIT

OFI1.

metrocreativeconnection.com

APPRAISALS & BROKERING
Newspapers
Magazines - Shoppers
Book Publishing

Confidential
Customized - Comprehensive

KAMEN & CO. GROUP SERVICES
516-379-2797 WWW.KAMENGROUP.COM
For more information - see our ad in this issue.

CONTENT AND DATA MANAGEMENT

Digital Publishing Solutions For
News and Media Organizations

www.townnews365.com

800-293-9576
Online Solutions.

TownNews

CREATIVE SERVICES

TIMES-SHAMROGK
GREATIVE SERVIGES

@ PRINT DESIGN ® LOGO DESIGN
@® WEB AD DESIGN ® PAGINATION
® BILLBOARD DESIGN @ CUSTOM SOLUTIONS

855-614-5440 WWW.TCSDIRECT.COM

Bottom-line results.

DIGITAL SOLUTIONS FOR PUBLICATIONS
GROW YOUR PuUBLICATION... FOR FREE!

Vo :
WhUtSFREE

|

Call us, email us, or visit us online:
(833) WhutsFree (833) 948-8737
publishers@whutsfree.com
whutsfree.com

Direct Mail?

Turn-Key Saturation
Direct Mail Programs
Bagy ° Fagt ° Profitable
jeff@ultimateprintsource.com 909-947-5292 x-320

www.UltimatePrintSource.com

o}

QUIMORWEONY  cyc Audits and

|_VERIFICATION | i i
VERIFICATION Readership Studies

COUNCIL

Third Party Print & Digital Verification
Increased Exposure to Media Buyers
Learn What Your Readers Want
Call 800-262-6392 or visit www.cvcaudit.com

CRM - CUSTOMER RESOURCE MANAGEMENT

ARE YOUR MEDIA SALES...

HELP YOUR TEAM...

ASK-CRM ASK-CRM s anewspaper-centric CRM

tools to ine media selling your sales efforts.

robin@ask-crm.com, 301.800.2275, www.ask-crm.com

E-COMMERCE CLASSIFIED SOLUTIONS

BLUEFIN PLACE AD
THE BEST SELF-SERVICE AD PLACEMENT
SOLUTION AVAILABLE TO PUBLISHERS

978-662-3323
WWW.GETBLUEFIN.COM

Bluefin Technology Partners

Advertising Solutions for Publishers

INCLUDE YOUR BUSINESS HERE!

This Space Available

INCLUDE YOUR BUSINESS HERE!

This Space Available

EDITORIAL RESOURCES
High-Quality,
Free Print & Digital Content  _ysm_

4
Food and Recipes :
Lifestyle and Health
Home and Garden

BXUORIGAQLIR

Visit familyfeatures.com or contact Cindy Long @ 913-563-4752 v‘

Your trusted source for
circulation supplies
Poly Bags - Rubber Bands

Event Bags - Bundle Rain Covers - Carrier Bags

@ Contact us at:

800.634.0017

sales@pdisaneck.com

START A BUSINESS DIRECTORY WEBSITE

ideal directories

Launch your BIG idea today!

Perfect add-on to your Wedding & Home
Improvement Special Sections

www.idealdirectories.com

ENTERTAINMENT CONTENT
Providing its partners with free entertainment
content from our stable stable of publications,
including TV Guide, TV Weekly, Channel Guide,
HOPPER, and ReMIND magazine.

* ASK MATT

* CHEERS & JEERS

* MOVIE REVIEWS

* CELEBRITY INTERVIEWS
* BEHIND THE SCENES

* DAILY BEST BETS

* DID YOU KNOW?

* ReMIND ReWIND

MEDIA

CLOUD SOLUTIONS

PROIMNAGE

Making Complex Publishing Simple it

Cloud Solutions to Help Reduce Costs

« Color Correction
« Press Registration

2

- Automated Workflow
« Ink Optimization

“476-7171
age.com

SUPPLIES fax: 614-890-0467 From the owners of Page Flip Pro & SiteSwan || 888-584-6688 ntvbmedia.com/edge
DIGITAL SALES TRAINING LEGAL & PUBLICE NOTICE AUTOMATION

ARK

Digital Sales Group
“lgniting digital media advertising sales!”

INCREASE YOUR DIGITAL MARKET SHARE
HANDS-ON DIGITAL SALES TRAINING

800-917-0820
info@sparkdigitalsalesgroup.com

Your Legal Notice Experts

©

Our proprietary system automates the entire
process, saving time, money, and manpower.

866-672-1600
info@legalnoticeservice.com

LEGAL
NOTICE
SERVICE

r Go-To Guide for Community Publication Business and Service Support
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The Flip180 difference

Flip180’s magazine website designers understand online content. Through
our multi-channel approach, we'll find new opportunities to enhance your
brand and create value for your business. We're a magazine design agency
that brings deep interactive expertise, thought leadership, and fresh ideas to
the table. We don’t merely design magazine layouts. From layout design to
website development to paywalls and digital marketing solutions, we bring it
all together to propel your business forward, onward, and upward.

F|ip180 Vee Banionis 818-855-7603

media Flip180media.com

MAGAZINE DESIGN "

PAID CONTENT

| S M O|D U]

§ o
/ Publish life’s stories. f Y
. Low-cost, turnkey solution to publishing Z
ky paid content on all platforms. i

devlyn@modulist.news
701.412.8733
modulistnews

MAILROOM CONTROL SYSTEMS

/Mu/&/‘&!/{ )
by MIRACOM

www.miracomcomputer.com

The leader in US Newspaper

Mailroom Controls.

888-3069-0639 (x83)
www.miracomcomputer.com

POLY BAGS

Production, Fulfillment, Printing and
Distribution of Quality Poly Bags, Poly
Bag Sampling and Door Hangers.

( N
@ngsnemork Solutions

Michigan Office

Advertising Network Solutions
109 N. Washington

Oxford, MI 48371

Office (248) 572.6100

Fax (248) 572.6152

PUBLISHING SOFTWARE

X FULLY INTEGRATED X DIRECT MAIL

X EASY TO USE X COMMERCIAL BILLING
X AFFORDABLE X GENERAL ACCOUNTING
X FREE DEMO X PAYROLL

Merrimac

PLUS
603-323-5077 WWW.MERRSOFT.COM
PUBLISHING SOFTWARE

@ THE NEWSPAPER MANAGER

How Publishers Profit

CRM - SALES - PRODUCTION - BILLING
INTEGRATED MARKETING
Ph: 706-750-0016 | gbooras@mirbeltechnologies.com
Www.newspapermanager.com

MARKETPLACES

SEARCH ENGINE
PLATFORMS

MARKETPLACES
AUTOMOTIVE
REAL ESTATE

RECREATIONAL

AGRICULTURAL

VERTICAL & HORIZONTAL

800-944-3276 (ext. 0)
AUTOCONX.COM

PRINTING AND PROMOTIONAL SUPPORT
.24\ PREFERRED
" -_',. . Marketing Solutions

= 'l. : www.preferredms.com

800-270-1769

PUBLICATIONS PRINTING

Cummings

Publication Printers Since 1914

v MAGAZINES
v JOURNALS
v CATALOGS

800-647-0035

v GUIDEBOOKS
v HIGH QUALITY
v SHORT-RUN PUBLICATIONS

CUMMINGSPRINTING.COM

Design. Content. Ideas.
Software. Training.

[ 1]

([

Providing the knowledge,
experience and technology to
help publishers grow and thrive!

401-455-1555

www.creativecirclemedia.com

Creative Circle
MEDIA SOLUTIONS

YOUR LISTING IN THIS SPOT

This Space Available

MEDIA SELLER SOLUTIONS
SRDS Solutions for Media Sellers

Premium visibility packages deliver your
information where media decisions are made!

I skos

PRINTING - FULL SERVICE

We specialize in the art of printing!

Newspapers * Publications * Shoppers
Catalogues * Magazines * Directories * Coupn Books

Trumbull

PRINTING

205 Spring Hill Road, Trumbull, CT 06611

SOFTWARE
IFANE BRAIINS

Company that Cares About the Details.

Wd&é everything

with sales:
Advertiser emails, Bills,
Marketing, Forecasts and Proofs

303-791-3301
FakeBrains.com

SOFTWARE SYSTEMS FOR PUBLISHERS
SCS BUILDS TRUSTED SYSTEMS

Find out why our customers call us “the best
tech support team” and say “we wish we could
contract with SCS to support all our products.”

(!

Merchant Card Processing
Request a free quote:

1-888-697-8831 - msgpay.com
hello@msgpay.com

W\

MSG PAYMENT SYSTEMS

Ecommerce - POS
Mobile - Software

203.261.2548 g SR
847-375-5000 = srds.com www. trumbullprinting.com phil@newspapersystem.com 800-568-8006
MERCHANT CARD PROCESSING PRINTING FOR PUBLISHERS SPECIAL SECTIONS DONE RIGHT

WE PRINT FOR PUBLISHERS.

DIRECT MAIL - MAGNET MAILERS
AUTO DEALER MAILERS

Contact us today!
HELMERZ 715:273.4601 - 800.533.1635

PRINTING:

info@helmerprinting.com
www.helmerprinting.com

Publication Printersco $
The Official Printer of the Denver Broncos
Nate Sanders Jeff Martoz

303-944-5699 303-435-9161
pubprinters.com
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PAPER REVOLUTION

Inthe U.S., over 66% of paper products - like the printed
publication you're reading right now - are recycled
info new products, one of the highest recycling rates of any
material in the country.

Join the revolution.
Please recycle this publication after reading.

Discover the story of paper
www.lovepaperna.org

Sources: American Forest and Paper Association, 2019
U.S. Environmental Protection Agency, 2017
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Community
Publishers

CICP

IVASHVILLE\/) LEADERSHIP

SUMIT

ACP & SAPA - JOINT EVENT

Save the Dates
March 31 - April 1

Top 10 Topical Roundtable Sessions

¢ Selling Your Publication

/> CRM Programs

/> Managing Remote Workers

/) Outsourcing - Does It Work?

¢/ HR Topics Including Handbooks

/) Sales Management - Measurables

/ Revenue / Cost Savings Idea Exchange

¢ Four Things You Can Do With Filemaker Pro
¢/ Introducing ACP’s New Online Sales Training

(Session topics are in development and subject to changes.)

Embassy Suites by Hilton Nashville Airport

For more information or to register - go to www.communitypublishers.com




